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O-RAN Architecture and Implementation
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O-RAN Architecture and Implementation
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O-RAN Architecture and Implementation

|dentified Threats
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O-RAN Architecture and Implementation
Identified Threats

Component _____|Vulnerability Reference [Source
IALTEI Unencrypted E2AP CWE 284 O-RAN WG11

A1 Interface Unencrypted HTTP CWE 284 O-RAN WG11

A1 Interface Unauthenticated A1-Interface CWE 284 O-RAN
WG11

R1 Interface No Principle of least privilege CWE 269 O-RAN WG11

Near-RT RIC Outdated Kubernetes Version CWE 1104 O-RAN WG11
([T B 24 0 S (R ¢=To e 1 (o Jo"A Hardcoded Credentials and CWE 798 5G-FORAN
Certificates

LT B MU SR =Te LI LTV Insufficient merge restrictions 5G-FORAN

TG EIR TSV [ (G ARP spoofing CVE 1999-0667 NVD
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Digital Forensics and Incident Response in Open RAN
Visibility and Security Observability

Visibility by different log sources in O-RAN SC

During security incidents, the CSIRT" ) ,
reference implementation:

needs to understand:
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1) Computer Security Incident Response Team (CSIRT) [ Operating System (OS) ]

2) SANS 6-step IR process
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Digital Forensics and Incident Response in Open RAN
Visibility and Security Observability

central log management
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Digital Forensics and Incident Response in Open RAN

Incident Scoping and Response Measures

After a reasonable initial suspicion, further evidence collection and the initiation of response measures

must be initiated quickly:
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